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HI-TEXSOLUTIONS: A FULLY SECURE 

EXCHANGE ENVIRONMENT 
You’re about to entrust your company’s critical business data and email communications to a 

hosted Exchange provider. How confident are you that your information will be fully secure? 

At Hi-TexSolutions, we consider security fundamental to the premium service we provide our 

customers. In fact, our business is predicated on our ability to offer a more secure environment 

than our customers could deploy themselves on-premise.  

SECURITY FEATURES 

Security controls extend across every aspect of our business including: 

DATA REPLICATION 

In addition to regular backups, Hi-TexSolutions replicates Exchange 2010 data in real time from 

one set of premium hardware to another.  This protects the critical information your business 

keeps within Exchange, even in the event of hardware failure or database corruption.  It also 

enables Hi-TexSolutions to rapidly restore the full functionality of your Exchange environment 

should an issue occur. 

MULTI-TENANT PLATFORM SECURITY 

Multiple redundant, enterprise-class firewall systems integrate firewall, VPN and traffic 

management to prevent unwarranted intrusions and ensure only authorized users access your 

Exchange environment.  

PHYSICAL SECURITY 

We invest a great deal more in physical security than most IT organizations could ever afford. 

Each of our seven premium datacenters (six US-based, one UK-based) is closely monitored and 

guarded 24x7x365 with sophisticated pan/tilt closed-circuit TVs. Secure access is strictly enforced 

using the very latest technology, including electronic man-trap devices between lobby and 

datacenter, motion sensors, and controlled ID key-cards. Security guards are stationed at every 

entrance to the site.  
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EMAIL SECURITY AND CONTINUITY 

Hi-TexSolutions offers a full suite of products that provides our customers with secure and always 

available email: 

Antispam and antivirus: All 

Hi-TexSolutions Exchange 

accounts include McAfee 

Email Protection to 

eliminate spam and viruses 

before they reach your 

users’ mailboxes. Powered 

by the global leader in IT 

security, this service is 

bundled with every 

mailbox to identify, 

quarantine and block 

suspicious email. It keeps 

you safe from threats that 

can disrupt your users, 

damage your hardware, 

compromise your security, 

and—worst of all—spread 

infections on to your 

customers and partners. 

Content filtering: Our Email 

Data Loss Prevention 

service—powered by 

McAfee—filters outgoing 

email to ensure sensitive 

information or undetected 

viruses don’t leave a user’s outbox. Using pre-built as well as custom-built criteria, this service 

scans all emails and attachments as they’re sent to make sure only safe and appropriate 

content is distributed.  Administrators can easily set filtering parameters to include private 

information such as credit cards and social security numbers as well as profanity, sensitive 

corporate information, viruses and much more. 

Email continuity: Our Email Continuity service—powered by McAfee—offers redundant email 

access for peace of mind beyond our 99.999% uptime guarantee. It gives you absolute comfort 

in knowing that your users can send and receive email regardless of the status of their 

connection to the Exchange server. Your business can rely on McAfee’s web portal to stay 

Feature Hi-TexSolutions On-Premise Other 

Firewalls and 

intrusion 

detection 

platform 

security 

Multiple, 

redundant 

firewalls + 

Intrusion 

Detection 

System (IDS) 

Single firewall, 

possibly IDS 

Single firewall, 

possibly IDS 

Physical 

security 

 

24x7x365 video 

surveillance, 

security 

guards, secure 

entry 

Limited Limited 

McAfee Email 

Protection 

Included on all 

mailboxes 

Available for 

an extra 

charge 

Available for 

an extra 

charge 

Security staff 

and employee 

controls 

 

Dedicated 

security staff; 

Detailed 

employee 

access 

controls 

Security role 

shared w/IT 

Ops 

 

Security role 

shared w/IT 

Ops 
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connected and operational in any situation. Better still, all your activities will fully synchronize 

once your connection to the Exchange server is restored. 

Encrypted Mail: Email between mailboxes on our system is natively encrypted. Clients can also 

use our Encrypted Email solution in order to communicate externally with military-grade 

encryption of email and attachments. Our Policy-based Encrypted Email easily encrypts emails 

based on company-wide rules and policies that clients set up and manage - all without 

disrupting day-to-day workflow. All email content and attachments are automatically scanned 

to detect whether the message warrants encryption before being sent. Policies can be 

configured to encrypt and send, return to sender or delete messages with insecure content. This 

option reduces human error and minimizes the risk of security breaches. If clients need end-to-

end encryption, we also offer user-level Encrypted Email, which encrypts emails from the 

desktop client, and can be used to encrypt intra-company and confidential communications. 

Both Encrypted email solutions are backed by a globally-recognized Certificate Authority. 

Standards-based technologies are used, such as Public Key Infrastructure (PKI), S/MIME, and 

X.509 certificates, to establish confidentiality, message integrity and user authentication. 

SSAE 16 TYPE I I  CERTIFICATION 

Hi-TexSolutions data centers are SSAE 16 Type II-audited and possess verified levels of physical 

security, redundant electrical and cooling infrastructure, and redundant power supply units in 

the unlikely event of a power feed failure. 

DEDICATED SECURITY STAFF AND EMPLOYEE CONTROLS 

Hi-TexSolutions offers a dedicated, full-time security staff, led by a Certified Information Systems 

Security Professional (CISSP) analyst. Every employee, regardless of their role, undergoes a 

rigorous background check.  

Employee access to passwords, encryption keys and electronic credentials is also strictly 

controlled. 


